
Dark Web 
Course

The hidden side of the internet has a lot to offer, but every hidden treasure comes with risk.

A course by Samuel Champan
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The  is the small portion of the deep web that is made up of sites using .onion URLs 
to hide on purpose. A .onion URL makes it impossible to trace which server is hosting a site. 
Since onion sites can only be accessed through Tor, any visitors are likewise anonymous.

dark web
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This complete anonymity is responsible for the dark web’s shady reputation. Since activity 
theoretically can’t be traced, .onion URLs are the refuge of choice for everything from drug 
sales to cryptocurrency scams to the sharing of stolen credentials.

However, it bears repeating that not all dark web activity is inherently illegal or malicious. There 
are many reasons to seek anonymity online. A 2020 study, in which researchers operated one 
percent of all entry nodes in the Tor network, determined that only 6.7% of Tor users on any 
given day are looking to reach onion sites associated with criminal activity.

In this section, we’ll start by explaining in more detail how the deep web and the dark web 
differ from the surface web. We’ll then cover the technology that lets people access the dark 
web and makes it possible to host websites anonymously. Finally, we’ll learn how the dark web 
has evolved over the years and clear up some common misconceptions.

https://www.pnas.org/doi/10.1073/pnas.2011893117
https://www.pnas.org/doi/10.1073/pnas.2011893117
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Myths and Realities of the Dark Web

Myth #1: The Dark Web Is Only for Criminals
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Myth #2: The Dark Web Is Perfectly Safe

Myth #3: The Dark Web Is 10 Times the Size of the Surface Web

https://www.goldenfrog.com/blog/tor-is-not-anonymous
http://www.extremetech.com/extreme/211169-mit-researchers-figure-out-how-to-break-tor-anonymity-without-cracking-encryption
https://www.cloudwards.net/cybercrime/
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https://www.cloudwards.net/what-is-aes/
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Set Tor’s Security to Maximum
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Do Not Click Unknown Links

Don’t Download or Buy Anything
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Popular Dark Web Sites

Before we list any popular dark web sites, a word of warning: The more popular a dark web 
site is, the more likely scammers are to create a fake version of it and spread the deceptive 
onion link. Make sure you never click on an onion link without authenticating its source. 
Remember, when in doubt, get the link from the mirroring surface site.

Mail2Tor is another site dedicated to sending and receiving secure messages. Like it sounds, 
it’s an onion-encrypted email site that you can also set up on a desktop client. Proton Mail, the 
well-known secure email client, also has an onion address

One of the most important and well-known onion services is called SecureDrop. This is a 
document-sharing site that works entirely over Tor, fully obscuring the identity of any sender. 
News outlets like Al Jazeera, The Guardian and The New York Times have permanent 
SecureDrop sites set up to receive information from whistleblowers.
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Step 3: Download Tor Browser

Step 4: Use the Surface 
Web to Find Onion Links

Step 5: Visit Onion Sites 
on Tor Browser

https://www.torproject.org/download/
https://www.torproject.org/download/
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Conclusion
To wrap up, the dark web consists of sites hosted on onion services, which can only be 
accessed using Tor Browser. All you need to browse the dark web is a Tor download and an 
onion link. However, to be extra safe, we recommend also using a VPN. If you’re working with 
sensitive information, running a virtual Tails OS environment is a good idea as well.

We hope you’ve enjoyed our free course on how to use the dark web safely. 
If you learned something here, we highly recommend checking out the 
other free and premium courses on Cloudwards. Thank you for reading!
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